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1
Decision/action requested

It is requested to discusss and approve the way forward.
2
Rationale

During a N2-Handover and a mobility registration update procedures, the source AMF could send a new KAMF (derived from current KAMF) to the target AMF. Such derivation is called horizontal derivation, and the new KAMF is denoted as K'AMF. This contribution discusses the horizontal derivation of K'AMF.

The input key for derivation of K'AMF should be the current KAMF . Without any additional parameters this would achieve freshness of K'AMF for the first derivation. However, to ensure key separation when multiple nodes may receive the K'AMF it is necessary to add an additional INPUT. Examples of when this may happen is due to multiple target preparation and target reselection due to mobility failure. 

This additional INPUT parameter could be derived from many sources. Examples include GUAMI, usage of a key derivation counter, NAS UL/DL COUNTS and NONCE.

In principle, all of these options could be made to work, but some are more effective and robust than others. Below we list the benefits and issues with each type of parameter.

The GUAMI seems to be harmonized with use of PCI/ARFCN in Xn-Handover. However, unlike PCI/AFRCN in Xn-Handover, the UE would not know GUAMI on its own at N2-HO or mobility registration update. This means that the source AMF must transfer this GUAMI to UE. Further the size of GUAMI is expected to be larger than other options. Hence, GUAMI is not attractive. 

The key derivation counter and NAS COUNTS require network and UE to maintain some kind of state to ensure that older values are not used. In both the case of a key derivation counter and the NAS COUNT the UE would receive the count from the network.

As all solutions require the UE to receive the freshness parameter from the network, it is easier and robust to use a NONCE. A NONCE avoids issues with reuse caused by for example reuse of a NAS count or the procedure being run twice before the counter increases. In this case the source AMF generates a NONCE and sends it to the UE to use. No states in the UE nor AMF are required. The randomness of NONCE is familiar to SA3, e.g., see appendices A.10 and A.11 in TS 33.401. We could have similar text in TS 33.501. 
Additionally, the use of a NONCE makes it easy to prove that the K'AMF is fresh after each derivation. If a state-based mechanism is used it is much harder to ensure that the same input is never used twice. Additionally, a state-based mechanism would make formal-verification of freshness much more complex. 
Therefore, it is proposed to use a NONCE as INPUT parameter.

3
Detailed proposal

*** BEGIN CHANGES *** 

6.9
Security handling in mobility

6.9.1
General 

Editor’s Note: The use of KSEAF in 4G-5G interworking is ffs and may impact this clause.
Editor's Note
: It is agreed to use NONCEAMF for derivation of K'AMF from KAMF during mobility of type handover and mobility registration update. Necessary update of relevant clauses shall be done accordingly.

*** NEXT CHANGE ***
A.X

KAMF to K'AMF derivation in mobility

Derivation of K'AMF from KAMF during mobility shall use the following input parameters.

-
FC = 0x??
-
P0 = <INPUT>
-
L0 = length of <INPUT> 
The input key shall be KAMF.

Editor's Note: It is FFS whether to assign separate FC values or to use additional separator (e.g., TYPE input) for handover and mobility registration update.
**** END OF CHANGES ****
�We propose to record agreement in the form of EN.


The N2-HO and mobility registration clauses would need to be updated.


�We propose to approve a baseline KDF. The next meeting could have pCR to replace INPUT to whatever is agreed in the above EN.






